itSM Solutions- 1tSM Solutions®
DITY™ Newsletter
Reprint

This is a reprint of an itSM Solutions® DITY™ Newsletter. Our members receive our weekly DITY Newsletter, and
have access to practical and often entertaining articles in our archives. DITY is the newsletter for IT professionals
who want a workable, practical guide to implementing ITIL best practices -- without the hype.

become a member

(It's Free. Visit http://www.itsmsolutions.com/newsletters/DITY.htm)

Publisher

itSM Solutions™ LLC

31 South Talbert Blvd #295
Lexington, NC 27292
Phone (336) 510-2885

Fax (336) 798-6296

Find us on the web at: http://www.itsmsolutions.com.

To report errors please send a note to the editor, Hank Marquis at hank.marquis@itsmsolutions.com

For information on obtaining copies of this guide contact: sales@itsmsolutions.com

Copyright © 2006 Nichols-Kuhn Group. ITIL Glossaries © Crown Copyright Office of Government Commerce. Reproduced with the
permission of the Controller of HMSO and the Office of Government Commerce.

Notice of Rights / Restricted Rights Legend

All rights reserved. Reproduction or transmittal of this guide or any portion thereof by any means whatsoever without prior written permission of
the Publisher is prohibited. All itSM Solutions products are licensed in accordance with the terms and conditions of the itSM Solutions Partner
License. No title or ownership of this guide, any portion thereof, or its contents is transferred, and any use of the guide or any portion thereof
beyond the terms of the previously mentioned license, without written authorization of the Publisher, is prohibited.

Notice of Liability

This guide is distributed "As Is," without warranty of any kind, either express or implied, respecting the content of this guide, including but not
limited to implied warranties for the guide's quality, performance, merchantability, or fitness for any particular purpose. Neither the authors, nor
itSM Solutions LLC, its dealers or distributors shall be liable with respect to any liability, loss or damage caused or alleged to have been caused
directly or indirectly by the contents of this guide.

Trademarks

itSM Solutions is a trademark of itSM Solutions LLC. Do IT Yourself™ and DITY ™ are trademarks of Nichols-Kuhn Group. ITIL® is a
Registered Trade Mark, and a Registered Community Trade Mark of the Office of Government Commerce, and is registered in the U.S. Patent
and Trademark Office, and is used here by itSM Solutions LLC under license from and with the permission of OGC (Trade Mark License No.
0002). IT Infrastructure Library ® is a Registered Trade Mark of the Office of Government Commerce and is used here by itSM Solutions LLC
under license from and with the permission of OGC (Trade Mark License No. 0002). Other product names mentioned in this guide may be
trademarks or registered trademarks of their respective companies.



Governing ITIL with COBIT

Instructor Portal Downloads Newsletters

itSM Solutions®

IT Experience. Practical Solulions,

DITY™ Newsletter
Vol. 3.9 = February 28, 2007

Governing ITIL with CobiT

digg (discuss or comment) on this article. Show your support for DITY! Print page

7 FOF
Subscribe Its Free! Q RSS Stay up to date! g PDF Pass it around!

ITIL is clear that it does not stand alone, and in fact, you cannot “do ITIL” without some form of
governance. But what does "governance" mean? ITIL requires a framework of policy, process,
procedures and metrics that can give direction to IT operations (and ITIL activities.) Control
Objectives for IT (CobiT) does just this.

By David Nichols

We've all heard the saying that, “...if you can’t measure it you can’t control it, and if
you can’t control it you can't manage it.” This has never been truer than when “it”
refers to IT. As IT professionals we've probably all had an opportunity to work in
really well-managed IT shops, as well as those that would even make Dilbert cringe.
When you compare the two, the well-managed IT organizations knew where they were
going (destination), they knew how they were going to get there (roadmap), and they all knew

where they were (current location).
The poorly managed IT shops? For the most part, they didn’'t know where they were headed (no
communicated objective), so any road would get them there (wandering aimlessly). Essentially
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Governing ITIL with COBIT

they were lost.

Unfortunately many IT organizations turn to the ITIL and the potential of IT Service Management
as if it alone will lead them to some “promised land.” They go off and get trained, and go back to
work and try to “do ITIL.” The result is often just a marginally “less lost” IT shop. Why is that?
How does an IT organization ensure its destination is the right one? How does it know it's on the
right path? How does it determine where it is on that path? Following | introduce the idea of
governing ITIL with CobiT.

IT Governance

The IT Infrastructure Library was never intended to be a stand-alone set of good practices. Its
primary focus is to bring a process-oriented approach to the delivery of the IT infrastructure as a
set of services, and the direct support of those services. Issues of managing process deployment
resources, quality, and security all require the integration of other
frameworks and methods to enable the ITIL's IT Service Management
processes to achieve their purpose. Still it's not enough. This is where
IT Governance comes in. One possible answer is to use Control
Objectives for IT (CobiT) to establish the governance framework for I'T
Service Management using ITIL.

IT Governance ties IT goals to those of the enterprise. It ensures that IT
delivers valuable services through the optimal use of its resources, while understanding the risks
involved and the establishment of goals and metrics to track organizational performance.

IT Governance Focus Areas

. Strategic Alignment — Link IT & Business Goals

. Value Delivery — Optimize the Cost & Value of IT Services

. Resource Management — Optimize Resource Investment

. Risk Management — Understand the Enterprise’'s Appetite for Risk
. Performance Management — Track & Monitor Achievements

CobiT’s Role in IT Governance

Control Objectives for IT (CobiT) was developed by the IT Governance Institute (www.lITGl.org) to

advance international thinking and standards in directing and controlling enterprise information
technology. CobiT supports IT Governance through its framework of 34 IT processes. This
framework ensures business and IT alignment, maximizes IT enablement of business processes,
optimizes IT resources and manages risk.

CobiT Ensures:

. IT & Business Alignment
IT Enabled Business Processes
IT Resource Optimization
IT Management of Risks

CobiT's framework accomplishes this by focusing on the business’ requirement for information, and
the structured (process) utilization of IT resources. It groups its 34 processes into four domains;
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plan & organize, acquire & implement, deliver & support and monitor & evaluate. Each process
has a high-level control objective (the desired outcome) and one or more detailed control objectives
that address the requirements of the actual activities that it performs. The framework utilizes a
structured approach in describing each; it details the process, what business requirement it is
intended to fulfill, its focus area, how it is to be achieved, and how it will be measured. It also
details how to assess each process’ maturity (capability, control & coverage).

In effect, CobiT’s framework establishes what needs to be done to provide the information the
enterprise needs to achieve its goals. It does this by the establishing control objectives that link the
business goals in a cascading set of IT goals and metrics. These extend from the strategic
alignment of business’ IT capability requirements all the way down to the tactical management of
those processes involved in achieving those goals.

ITIL or CobiT? Yes

By now you've probably asked yourself, “Why do we need yet another framework?” It's a good
guestion, but it must be put into perspective. CobiT addresses the need for an IT organization to
unambiguously understand the need for technology-enabled business change. It does this by tying
the business’ use of information to the processes and resources used by IT to deliver that
information. The IT Infrastructure Library addresses a subset of the 34 CobiT processes that
&g‘:ﬁ %, relate to the delivery (defining services, quality of service and plan for
its delivery) and support (direct support for the restoration of service
and changes to the infrastructure) of IT services. While there is an
overlap in some process areas, that overlap enables the integration of
the CobiT and ITIL frameworks.
Probably the best way to look at it is that CobiT addresses what needs
to be controlled and how that is to be measured, and ITIL addresses
how IT services are to be delivered and supported. Even then we still
don’t have a complete picture because both CobiT and the ITIL frameworks require the integration
of program/project, quality and security management methods, but that is the subject of yet
another DITY Newsletter.
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So, the question is not about choosing between CobiT and ITIL, but one of “How does an IT
organization go about the adoption and integration of CobiT and ITIL?”

Simply put, “some assembly is required.” CobiT’s control objectives are implemented via control
practices. These practices are realized through the establishment of a cascading set of policies and
guidelines, development and documentation of the processes and detailed procedures and the
establishment of a set of cascading performance metrics.

When implemented properly, both CobiT and ITIL provide the necessary framework of good
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practices that enable and IT organization to clearly align itself with the goals of the business,
manage its resources to enable those goals through the optimized delivery of information needed
by the business, and the deliver IT services and provide for their direct support.
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Where to go from here:

. digg (discuss or comment) on this article. Show your support for DITY!

. Subscribe to our newsletter and get new skills delivered right to your Inbox, click here.
. Download this article in PDF format for use at your own convenience, click here.

. Use your favorite RSS reader to stay up to date, click here.

Related articles:

. COBIT and ITIL, by Hank Marquis 1]
. Browse back-issues of the DITY Newsletter, click here.
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